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Abstract—We introduce a new tower field representation, optimal tower fields (OTFs), that facilitates efficient finite field operations.

The recursive direct inversion method we present has significantly lower complexity than the known best method for inversion in

optimal extension fields (OEFs), i.e., Itoh-Tsujii’s inversion technique. The complexity of our inversion algorithm is shown to be Oðm2Þ,
significantly better than that of the Itoh-Tsujii algorithm, i.e., Oðm2ðlog2 mÞÞ. This complexity is further improved to Oðmlog2 3Þ by utilizing
the Karatsuba-Ofman algorithm. In addition, we show that OTFs may be converted to OEF representation via a simple permutation of

the coefficients and, hence, OTF operations may be utilized to achieve the OEF arithmetic operations whenever a corresponding OTF

representation exists. While the original OTF multiplication and squaring operations require slightly more additions than their OEF

counterparts, due to the free conversion, both OTF operations may be achieved with the complexity of OEF operations.

Index Terms—Optimal tower fields, OEF, finite fields, multiplication, inversion, elliptic curve cryptography.
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1 INTRODUCTION

ELLIPTIC curve cryptography relies on efficient algorithms
for finite field arithmetic. For instance, the elliptic curve

digital signature algorithm requires efficient addition,

multiplication, and inversion in finite fields of size larger

than 2160. This poses a significant problem in embedded

systems where computational power is quite limited and

public-key operations are unacceptably slow [1]. Hence,

efficient algorithms for finite field operations have been

closely investigated [2], [3]. Besides the standard basis,

alternative representations such as the normal bases [4], [5],

[6] and dual bases [4], [7], [8], [9] have been studied. Optimal

Extension Fields [10], [11] have been found to be especially

successful in embedded software implementations of

elliptic curve schemes. The arithmetic operations in OEFs

are much more efficient than in characteristic two exten-

sions or prime fields due to the use of a large characteristic

ground field and the selection of a binomial as the field

polynomial. In the elliptic curve scalar-point multiplication,

a large number of field multiplications and inversions are

computed. Inversion is inherently more complex and at

least several times more costly than multiplication. Hence,

despite recent improvements, inversion is still the slowest

operation in elliptic curve implementations. In this paper,

we address this issue by introducing a specialized tower

field representation.

2 BACKGROUND

2.1 Optimal Extension Fields and Their Arithmetic

Optimal extension fields were introduced by Bailey and Paar

in [11]. Themain idea is to use a generating polynomial of the

form P ðxÞ ¼ xm � w to construct the extension fieldGF ðpmÞ,
where p is selected as a pseudo-Mersenne prime given in the

form 2k � c with log2 c < bk2c. The pseudo-Mersenne form

allows efficient reduction in the ground field operations.

The following theorem [12] provides a simple means to

identify irreducible binomials that can be used in OEF

construction:

Theorem 1. Let m � 2 be an integer and w 2 GF ðqÞ�. Then, the
binomial xm � w is irreducible in GF ðqÞ½x� if and only if the
following three conditions are satisfied:

1. Each prime factor of m divides the order e of w in
GF ðqÞ�;

2. The prime factors of m do not divide q�1
e ;

3. q ¼ 1 mod 4 if m ¼ 0 mod 4.

The representation of OEF elements utilizes the standard

basis. An element A 2 GF ðpmÞ is represented as

A ¼
Xm�1

i¼0

aix
i ¼ a0 þ a1xþ a2x

2 þ . . .þ am�1x
m�1;

where ai 2 GF ðpÞ. The OEF arithmetic operations are

performed as follows.

Addition/Subtraction. The addition/subtraction of two

field elements A;B 2 GF ðpmÞ is performed in the usual way

by adding/subtracting the polynomial coefficients in GF ðpÞ
as follows:

A�B ¼
Xm�1

i¼0

aix
i �
Xm�1

i¼0

bix
i ¼

Xm�1

i¼0

ðai � biÞxi:

Multiplication. Let A;B 2 GF ðpmÞ. Their product C ¼
A �B is computed in two steps:

1. Polynomial multiplication:

C0 ¼ A �B ¼
X2m�2

i¼0

c0ix
i:

IEEE TRANSACTIONS ON COMPUTERS, VOL. 53, NO. 10, OCTOBER 2004 1231

. The authors are with the Electrical and Computer Engineering Depart-
ment, Worcester Polytechnic Institute, 100 Institute Rd., Worcester, MA
01609. E-mail: {selcuk, sunar}@wpi.edu.

Manuscript received 19 Mar. 2003; revised 8 Dec. 2003; accepted 19 Mar.
2004.
For information on obtaining reprints of this article, please send e-mail to:
tc@computer.org, and reference IEEECS Log Number 118467.

0018-9340/04/$20.00 � 2004 IEEE Published by the IEEE Computer Society



2. Modular reduction:

C ¼ C0ðmod P ðxÞÞ

¼
X2m�2

i¼0

c0ix
iðmod xm � wÞ

¼
Xm�1

i¼0

ðc0i þ wc0iþmÞxi:

Here, we set c02m�1 ¼ 0. In the first step, the ordinary
product of two polynomials is computed. In the reduction
step, the binomial P ðxÞ ¼ xm � w facilitates efficient reduc-
tion. The reduction may be realized by only m� 1 constant
coefficient multiplications by w, and m� 1 additions.

Inversion. An elegant method for inversion was intro-
duced by Itoh and Tsujii [5]. Let A 2 GF ðpmÞ. We want to
find B ¼ A�1 mod P ðxÞ. The algorithm works in four steps:

1. Compute the exponentiation Ar�1 in GF ðpmÞ, where

r ¼ pm�1
p�1 ;

2. Compute the product Ar ¼ ðAr�1Þ �A;
3. Compute the inversion ðArÞ�1 in GF ðpÞ;
4. Compute the product Ar�1 � ðArÞ�1 ¼ A�1.

For the particular choice of

r ¼ pm � 1

p� 1
;

Ar belongs to the ground field GF ðpÞ [12]. This allows the
inversion in Step 3 to be computed in the ground field
GF ðpÞ instead of the larger field GF ðpmÞ. For the exponen-
tiation Ar�1 in Step 1, we expand the exponent r� 1 as
follows:

r� 1 ¼ pm � 1

p� 1
� 1 ¼ pm�1 þ pm�2 þ . . .þ p2 þ p:

The exponentiation requires the computation of powers Api

for 1 � i � m� 1. The original Itoh-Tsujii algorithm pro-
poses to use a normal basis representation over GF ð2Þ
which turns these exponentiations into simple bitwise
rotations. In [13], this technique was adapted to work
efficiently in the standard basis as well. In the same
reference, it was shown that Ar�1 can be computed by
performing

#MUL ¼ blog2ðm� 1Þc þHW ðm� 1Þ � 1

multiplications and

#EXP ¼ blog2ðm� 1Þc þHWðm� 1Þ

pith power exponentiations in GF ðpmÞ, where HWðmÞ
denotes the Hamming weight of m. For the details of this
algorithm, we refer the reader to [13]. Instead, we briefly
outline how Api can be computed efficiently for the special
case of OEFs. We continue to draw from [13], which
considers the computation of Api in the standard basis. Api

is the ith iterate of the Frobenius map defined as �ðAÞ ¼ Ap.
We will make use of the following properties of the
Frobenius map:

. �ðAþBÞ ¼ �ðAÞ þ �ðBÞ for any A;B 2 GF ðpmÞ (Lin-
earity Property),

. �ðaÞ ¼ ap ¼ a for any a 2 GF ðpÞ (Fermat’s Little
Theorem).

Using these rules, the exponentiation Api ¼ �iðAÞ is simpli-
fied as

Api ¼
Xm�1

j¼0

ajx
j

 !pi

¼
Xm�1

j¼0

ðajxjÞp
i

¼
Xm�1

j¼0

ajx
jpi : ð1Þ

We focus on the powers xjpi for 0 < i; j � m� 1 in the
summation. The following theorem allows further
simplification:

Theorem 2 [13]. Let P ðxÞ be an irreducible polynomial of the
form P ðxÞ ¼ xm � w over GF ðpÞ, e an integer, P ð�Þ ¼ 0,
and it is understood that p � 3. Then,

�e ¼ wt�s;

where s ¼ emodm and t ¼ e�s
m .

Hence, it is possible to precompute wt and s for all values
the exponent e takes in the summation in (1), i.e., e ¼ jpi for
0 < i; j � m� 1. Utilizing a lookup table with entries

cj ¼ w
jpi�ðjpimodmÞ

m ;

one may realize the exponentiation Api using only m� 1
constant coefficient multiplications required to compute the
terms cjaj for 0 < j � m� 1 and some additions for
properly collecting the reduced terms of the polynomial in
(1). The lookup table is relatively small in size since, for
most OEFs, m is small and ci 2 GF ðpÞ. The following claim
was made in [10] to further simplify the reduction.

Claim 1 [10].

ðxjÞp
i

mod P ðxÞ ¼ wtxj;

where xj 2 GF ðpÞ½x�, i is an arbitrary positive rational
integer, and other variables are as defined in Theorem 2.

Flawed Proof. Since P ðxÞ is an irreducible binomial, by
Theorem 1, mjðp� 1Þ, which implies

pmodm ¼ ðp� 1Þ þ 1 modm ¼ 1:

Thus, smodm ¼ jpi modm ¼ j. tu
Claim 1 states that the positions of the terms in the

summation in (1) stay fixed when the pith power is taken.
This means that, in the summation, no two terms will have
the same power and, therefore, no additions will be needed
for the exponentiation. However, there is a flaw in the
proof. The proof begins by assuming that m divides p� 1
based on the first condition of Theorem 1. This will not
always be correct. According to this condition, each prime
factor of m has to divide the order of w. If m has repeated
factors that the order of w does not have with the same
multiplicity, m will not divide the order of w and, hence,
will not divide p� 1. Claim 1 may be fixed by explicitly
requiring m to divide the order of w as follows.

Corollary 1. If m divides the order of w, then

ðxjÞp
i

mod P ðxÞ ¼ wtxj;
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where xj 2 GF ðpÞ½x�, i is an arbitrary positive rational integer

and other variables are as defined in Theorem 2.

Corollary 1 eliminates additions in the computation of
Api ; however, it adds yet another restriction to OEF
construction. We introduce the following theorem which
shows that the exponentiation Api may be achieved by a
simple scaled permutation of the coefficients of the
polynomial representation of A.

Theorem 3. For an irreducible binomial P ðxÞ ¼ xm � w defined

over GF ðpÞ, the following identity holds for an arbitrary

positive integer i and A 2 GF ðpmÞ:

Api ¼
Xm�1

j¼0

ajx
j

 !pi

¼
Xm�1

j¼0

ðajcsjÞxsj ;

where sj ¼ jpi modm and csj ¼ w
jpi�sj

m . Furthermore, the sj
values are distinct for 0 � j � m� 1.

Proof. Let sj ¼ jpi modm. Then, mjðjpi � sjÞ and we can
write

xjpi ¼ ðxmÞ
jpi�sj

m xsj ¼ w
jpi�sj

m xsj :

Assigning csj ¼ w
jpi�sj

m , we obtain the summation

Api ¼
Xm�1

j¼0

ajx
j

 !pi

¼
Xm�1

j¼0

ajx
jpi ¼

Xm�1

j¼0

ðajcsjÞxsj :

Next, we prove by contradiction that the sj values are
distinct for 0 � j � m� 1. Assume there is a collision
sj1 ¼ sj2 with 0 � j1 6¼ j2 � m� 1, then

j1p
i ¼ j2p

i ðmod mÞ
ðj1 � j2Þpi ¼ 0 ðmod mÞ:

According to Theorem 1, all prime factors of m divide
p� 1. Thus, m and p are relatively prime and the
above expression is satisfied only when j1 � j2 ¼ 0, a
contradiction. tu

Using the method in Theorem 3, exponentiations of degree
pi may be implemented with the help of a lookup table of
precomputed csj values, using not more thanm� 1 constant
coefficient multiplications and no additions.

2.2 Direct Inversion

A method for the direct computation of an inverse B ¼
A�1 in GF ðqmÞ has long been used [14], [15]. The
standard basis representation of A 2 GF ðqmÞ is given as
AðxÞ ¼

Pm�1
i¼0 aix

i, where ai 2 GF ðqÞ. We consider the
product CðxÞ ¼ AðxÞBðxÞ ¼ 1 ðmod P ðxÞÞ, where P ðxÞ de-
notes the irreducible field polynomial. This means the first
coefficient of the product AðxÞBðxÞ is one and all other
coefficients are zeros. By expressing the coefficients of the
product in terms of the coefficients of A and B, a system of
m linear equations is formed. Solving these equations for
B’s coefficients yields the inverse expressed in terms of the
coefficients of A. The main advantage of using the Direct
Inversion technique is that one can compute the inverse of
an extension field element by doing operations only in the

ground field GF ðqÞ. We illustrate this technique with the
following two examples:

Example 1. Direct Inversion in GF ðq2Þ. Let AðxÞ 2 GF ðq2Þ
and AðxÞ ¼ a0 þ a1x, where a0; a1 2 GF ðqÞ, with the
irreducible field polynomial selected as P ðxÞ ¼ x2 � p0,
where p0 2 GF ðqÞ. Then,

AðxÞBðxÞ ðmod P ðxÞÞ ¼ ða0 þ a1xÞ
� ðb0 þ b1xÞ ðmod P ðxÞÞ

¼ ða0b0 þ p0a1b1Þ
þ ða0b1 þ a1b0Þx

¼ 1:

The coefficients yield the following system of
equations:

a0 p0a1
a1 a0

� �
b0
b1

� �
¼ 1

0

� �
:

Solving the system of equations gives

b0 ¼ a0�
�1 and b1 ¼ �a1�

�1; ð2Þ

where � ¼ a20 � p0a
2
1.

Example 2. Direct Inversion in GF ðq3Þ. Let AðxÞ 2 GF ðq3Þ
and AðxÞ ¼ a0 þ a1xþ a2x

2, where a0; a1; a2 2 GF ðqÞ,
with the irreducible field polynomial selected as
P ðxÞ ¼ x3 � p0, where p0 2 GF ðqÞ. Then,

AðxÞBðxÞ ¼ ða0 þ a1xþ a2x
2Þðb0 þ b1xþ b2x

2Þ ðmodP ðxÞÞ
¼ a0b0 þ a1b2p0 þ a2b1p0

þ ða0b1 þ a1b0 þ a2b2p0Þx
þ ða0b2 þ a1b1 þ a2b0Þx2

¼ 1:

The coefficients yield the following system of equations:

a0 p0a2 p0a1
a1 a0 p0a2
a2 a1 a0

0
@

1
A b0

b1
b2

0
@

1
A ¼

1
0
0

0
@

1
A:

Solving the system of equations gives

b0 ¼ ða20 � a1a2p0Þ��1; ð3Þ

b1 ¼ ða22p0 � a0a1Þ��1; ð4Þ

b2 ¼ ða21 � a0a2Þ��1; ð5Þ

where

� ¼ a30 � 3a0a1a2p0 þ a31p0 þ a32p
2
0:

3 OPTIMAL TOWER FIELDS

A field obtained by repeatedly extending a ground field
with a series of same degree irreducible polynomials is
commonly referred to as a tower field. To construct a tower
field GF ðqtkÞ, one needs k irreducible polynomials PiðxÞ for
0 < i � k, each of degree t and irreducible over GF ðqti�1Þ.
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The selection of these polynomials determines the repre-
sentation and, thus, the efficiency of the field operations. In
this paper, we limit our attention to a subclass of tower
fields which we define as follows:

Definition 1. An Optimal Tower Field (OTF) is a finite field
GF ðqtkÞ such that

1. q is a pseudo-Mersenne prime,

2. GF ðqtkÞ is constructed by an ensemble of binomials
PiðxÞ ¼ xt � �i�1 irreducible over GF ðqti�1Þ with
Pið�iÞ ¼ 0, for 0 < i � k.

The definition requires a set of related irreducible bino-
mials. Before presenting an explicit construction, we first
develop the following theorems.

Theorem 4. For an OTF constructed using the binomials
PiðxÞ ¼ xt � �i�1, for i > 0, the roots �i are related as

ordð�iÞ ¼ t ordð�i�1Þ ¼ tiordð�0Þ;

where ordðaÞ denotes the order of field element a.

Proof. We consider the powers of�i: �i; �
2
i ; �

3
i ; . . . ; �

t
i ¼ �i�1.

Note that the first power of �i that yields �i�1 is t.
Likewise, the first power of �i�1 that will reach �i�2 is t.
Hence, the t2th power of �i yields �i�2. This process is
repeated until �0 is reached at the tith power of �i. Since
�ti

i ¼ �0, the first power of �ti

i that yields 1 is ordð�0Þ.
Hence, ordð�iÞ ¼ tiordð�0Þ. tu

Theorem 5. If there exists an irreducible binomial QðxÞ ¼ xt � a
over GF ðqÞ, then qt�1

q�1 is divisible by t.

Proof. If QðxÞ ¼ xt � a is irreducible over GF ðqÞ, then all
three conditions of Theorem 1 are satisfied. We construct
another binomial by choosing an arbitrary primitive
element a0 2 GF ðqÞ: P ðxÞ ¼ xt � a0. This binomial is
irreducible over GF ðqÞ since the three conditions of
Theorem 1 are satisfied, i.e.:

1. The order of a primitive element in GF ðqÞ is q � 1.
Since ordðaÞjq � 1 and each prime factor of t
divides ordðaÞ, each prime factor of t also divides
ordða0Þ ¼ q � 1;

2. Prime factors of t do not divide q�1
e0 ¼ 1, where

e0 ¼ q � 1 is the order of a0;
3. t and q are the same for QðxÞ and P ðxÞ; since the

condition q ¼ 1 mod 4 if t ¼ 0 mod 4 was satisfied
for QðxÞ, it will be satisfied for P ðxÞ as well.

Now, consider the root of P ðxÞ ¼ xt � a0. According to
Theorem 4, the root of P ðxÞ will have order tðq � 1Þ. The
order of the multiplicative subgroup of GF ðqtÞ is qt � 1.
Thus, the order of the root of P ðxÞ, i.e., tðq � 1Þ, divides
the multiplicative group order qt � 1. Consequently, qt�1

q�1
is divisible by t. tu

Theorem 6. Let P ðxÞ ¼ xt � a be an irreducible binomial over
GF ðqÞ and t0 denote the product of the prime factors of t. Then,
qt ¼ 1 ðmod t0tÞ.

Proof. Since P ðxÞ is given as irreducible, the first condition
of Theorem 1, i.e., t0je, is met. The order e always divides
the group order q � 1 and, therefore, t0jq � 1. The
binomial P ðxÞ is given as irreducible over GF ðqÞ.

Therefore, according to Theorem 5, qt�1
q�1 is divisible by t

or, equivalently, tðq � 1Þjqt � 1. Hence, t0tjqt � 1 and
qt ¼ 1 ðmod t0tÞ. tu

The following theorem establishes the necessary and
sufficient conditions for the existence of OTFs:

Theorem 7. Given an irreducible binomial P1ðxÞ ¼ xt � �0 over
GF ðqÞ, all binomials of the form PiðxÞ ¼ xt � �i�1 over
GF ðqti�1Þ, where Pið�iÞ ¼ 0 for i > 0, are also irreducible
provided that none of the prime factors of t divides qt�1

tðq�1Þ .

Proof. We need to show that the conditions in Theorem 1

are valid for all binomials PiðxÞ ¼ xt � �i�1 for i > 1.

The first condition is always satisfied since all ordð�iÞ
are multiples of t for i > 0 (Theorem 4). The third

condition is also always satisfied since it was satisfied

for the first irreducible polynomial, i.e., if t ¼ 0 mod 4

and q ¼ 1 mod 4, then always qn ¼ 1 mod 4. We will now

show that, once the second condition is satisfied for the

first irreducible binomial P1ðxÞ, it will be satisfied for all

the other binomials, PiðxÞ for i > 1, provided that none of

the prime factors of t divides qt�1
tðq�1Þ . We use induction. We

want to prove that, if no prime factor of t divides qt
n�1

tn�ordð�0Þ ,

then no prime factor of t divides qt
nþ1�1

tnþ1�ordð�0Þ . The latter is

factorized as follows:

qt
nþ1 � 1

tnþ1 � ordð�0Þ
¼ qt

n � 1

tn � ordð�0Þ
�
Pt�1

i¼0 q
itn

t
: ð6Þ

The first factor is not divisible by any prime factor of t.
The second factor must be shown to be indivisible as
well. For this, we use the result of Theorem 6, i.e.,

qt ¼ 1 ðmod t0tÞ

to simplify the summation for n > 0 as follows:

Xt�1

i¼0

ðqtÞit
n�1

¼
Xt�1

i¼0

ð1Þit
n�1

ðmod t0tÞ ¼ t ðmod t0tÞ:

Hence,

Xt�1

i¼0

qit
n ¼ k0t0tþ t

for some integer k0 andPt�1
i¼0 q

itn

t
¼ k0t0 þ 1

and, therefore, Pt�1
i¼0 q

itn

t
¼ 1 ðmod uÞ

for any prime factor u of t. Hence,

Pt�1

i¼0
qit

n

t isn’t divisible
by any prime factor of t. The condition still remains for
n ¼ 0, i.e., qt�1

tðq�1Þ should not be divisible by any prime
factor of t. tu
Theorem 7 provides a simple means for checking the

existence of OTFs for chosen values of q, t, and �0. It should
be noted that the existence condition is not dependent on k,
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which greatly simplifies the construction. Table 1 and

Table 2 provide lists of practical OTF constructions for

GF ðq2kÞ and GF ðq3kÞ.

4 CONVERSION BETWEEN OTFS AND OEFs

An OTF GF ðqtkÞ is isomorphic to an OEF GF ðqmÞ if m ¼ tk.

Before explaining how an associated OEF is obtained from a

given OTF, we introduce the following theorem.

Theorem 8. For a given OTF GF ðqtkÞ, if t ¼ 2 mod 4, then

q ¼ 1 mod 4.

Proof. From Theorem 5, we know that qt�1
q�1 is divisible by t.

The extension degree t is given as even (t ¼ 2 mod 4).

Likewise, q � 1 is even since q is a prime. Therefore, ðq �
1Þt and qt � 1 are divisible by 4. Since qt ¼ 1 mod 4, then

either q ¼ 1 mod 4 or q ¼ 3 mod 4. We want to show that

q ¼ 3 mod 4 is never satisfied, hence, q ¼ 1 mod 4.
If t ¼ 2 mod 4, it can bewritten as t ¼ 4rþ 2 ¼ 2ð2rþ 1Þ

for some integer r � 0. According to Theorem 7, none of
theprime factors of tdivides qt�1

tðq�1Þ , hence, 2doesnotdivide

qt � 1

tðq � 1Þ ¼
q2ð2rþ1Þ � 1

2ð2rþ 1Þðq � 1Þ

¼ ðq2 � 1Þð
P2r

i¼0 q
2iÞ

2ð2rþ 1Þðq � 1Þ

¼ ðq þ 1Þð
P2r

i¼0 q
2iÞ

2ð2rþ 1Þ :

Therefore, 4 does not divide

ðq þ 1Þð
P2r

i¼0 q
2iÞ

2rþ 1
;

and q þ 1 is not divisible by 4. Since q 6¼ 3 mod 4, it

follows that q ¼ 1 mod 4. tu
Constructing an equivalent OEF representation from a

given OTF representation is established by the following

theorem.

Theorem 9. For a given OTF representation of GF ðqtkÞ with

PiðxÞ ¼ xt � �i�1 irreducible over GF ðqti�1Þ for 0 < i � k,

there exists an associated OEF representation with irreducible

polynomial QðxÞ ¼ xm � w such that Qð�kÞ ¼ 0, m ¼ tk,

and w ¼ �0.

Proof. Consider the set of relations Pið�iÞ ¼ �t
i � �i�1 ¼ 0

for 0 < i � k. In the first relation, P1ð�1Þ ¼ �t
1 � �0 ¼ 0,

by repeatedly substituting �t
i in place of �i�1, the

following relation is obtained:

Qð�kÞ ¼ �tk

k � �0 ¼ 0:

Hence, we obtain the binomial QðxÞ ¼ xtk � �0 with
Qð�kÞ ¼ 0. This binomial has the form of an OEF
binomial xm � w, with w ¼ �0 and m ¼ tk. We want to
show that QðxÞ satisfies the three conditions of
Theorem 1, hence being irreducible over GF ðqÞ and
generating the field GF ðqmÞ. We know that P1ðxÞ ¼
xt � �0 is irreducible over GF ðqÞ and it satisfies the three
conditions of Theorem 1. Since the prime factors of t and
tk are the same, w ¼ �0, and q is identical for both
binomials, the first two of the three conditions are
satisfied for QðxÞ ¼ xtk � �0 as well. For the third
condition, if t ¼ 0 mod 4, then tk ¼ 0 mod 4 and, there-
fore, q ¼ 1 mod 4 for both cases. On the other hand, if
t 6¼ 0 mod 4, then there are three cases we need to
consider:

. If t ¼ 1 mod 4, then tk ¼ 1 mod 4, hence condition 3
disappears for QðxÞ.

. If t ¼ 2 mod 4, then tk ¼ 0 mod 4, thus condition 3
applies in this case. Theorem 8 confirms that q ¼
1 mod 4 whenever t ¼ 2 mod 4. Therefore, condi-
tion 3 is satisfied.

. If t ¼ �1 mod 4, then either tk ¼ 1 mod 4 or
tk ¼ �1 mod 4, hence, condition 3 disappears.

We have proven that QðxÞ satisfies the three conditions
of Theorem 1, hence, it is irreducible over GF ðqÞ and
constructs an OEF. tu

We have shown that the OTF construction leads to an
associated OEF representation. Likewise, it is possible to
construct an OTF representation from a given OEF
representation as introduced in the following theorem.

Theorem 10. For an OEF representation of a finite field GF ðqmÞ
with irreducible polynomial QðxÞ ¼ xm � w, if m ¼ tk and
none of the prime factors of t divide qt�1

tðq�1Þ , then there exists an
OTF representation such that P1ðxÞ ¼ xt � �0 and �0 ¼ w.

Proof. We need to show that P1ðxÞ ¼ xt � w is irreducible.

As stated, QðxÞ ¼ xm � w ¼ xtk � w is irreducible. There-

fore, it satisfies the three conditions of Theorem 1. Since

the prime factors of t are identical to the prime factors of

tk and w is the same for QðxÞ and P1ðxÞ, conditions 1 and

2 are both satisfied for P1ðxÞ. For condition 3, there are

two cases, either t ¼ 0 mod 4 or t 6¼ 0 mod 4. In the first

case, tk ¼ 0 mod 4 and, therefore, q ¼ 1 mod 4 for both

cases. Alternatively, if t 6¼ 0 mod 4, then the condition
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disappears. We have shown that P1ðxÞ ¼ xt � w is

irreducible, hence, all of the conditions of Theorem 7

are satisfied. tu
In order to construct explicit conversion rules between

the OTF and OEF representations, we briefly introduce
some notation. The OTF representation of an element A 2
GF ðqtkÞ is given as follows:

A ¼ a0 þ a1�k þ a2�
2
k þ . . .þ at�1�

t�1
k ;

where ai 2 GF ðqtk�1Þ for 0 � i < t. Similarly, ai are repre-
sented as polynomials over GF ðqtk�2Þ in the subfield:

ai ¼
Xt�1

j¼0

aij�
j
k�1; for 0 � i < t: ð7Þ

This process continues for k levels until the ground field of
the tower, i.e., GF ðqÞ, is reached. Note that, in this notation,
in each level, a new value from the range ½0; t� 1� is
appended to coefficient indices. Hence, a coefficient in the
ground field GF ðqÞ will have a k-digit t-ary number as
index.

To obtain the OEF standard basis representation of A,
each �i�1 is repeatedly replaced by �t

i for 1 < i � k until a
univariate polynomial in �k with coefficients in the ground
field GF ðqÞ is obtained. This polynomial is now in
OEF standard basis representation over GF ðqÞ with
Qð�kÞ ¼ �m

k � w, where m ¼ tk and w ¼ �0, as the
modulus polynomial. The relation between the OTF
representation and the OEF representation defines the
conversion. The following theorem constructs an
explicit rule for conversion.

Theorem 11. For a given OTF GF ðqtkÞ and OEF GF ðqmÞ
association, the conversion from one representation to the other

is a simple permutation of the coefficients. The permutation

maps a coefficient a‘ of an element A in GF ðqmÞ (or GF ðqtkÞ)
to the corresponding coefficient in the other representation

GF ðqtkÞ (or GF ðqmÞ) whose index is determined by the t-ary

value of the mirror image of ‘.

Proof. We make the following observation in (7). The index
‘ of an element a‘ determines its position and the power
of �i it multiplies with in the ðkþ 1� iÞth level of the
OTF representation for 1 � i � k. For instance, in the ðkþ
1� iÞth level, the ith digit ‘i�1 of ‘ is appended to the
index ‘. ‘i�1 gives the power of �i that the coefficient a‘
multiplies with in this level. Collecting the �i in k levels,
we obtain the following multiplier for the coefficient a‘ in
the ground field GF ðqÞ:

Yk�1

i¼0

�li
iþ1 ¼

Yk�1

i¼0

�tk�1�ili
k :

The RHS follows from �i ¼ �tk�i

k . Considering the
exponent tk�1�ili, we notice that the list l is effectively
reversed. Therefore, a coefficient al is mapped to the
location specified by the mirror image of l. Since the
indexes of the coefficients are not repeated, neither will
the index of the converted coefficient repeat and the
conversion will always be a permutation. tu

We illustrate the conversion technique by the following
example.

Example 3. Let GF ðq23Þ denote an OTF. The binomials
used in the construction are given as P1ðxÞ ¼ x2 � �0,
P2ðxÞ ¼ x2 � �1, and P3ðxÞ ¼ x2 � �2, defined over
GF ðqÞ, GF ðq2Þ, and GF ðq22Þ, respectively, and
P1ð�1Þ ¼ 0, P2ð�2Þ ¼ 0, and P3ð�3Þ ¼ 0. An element A 2
GF ðq23Þ has the following OTF representation:

A ¼ ðða000 þ a001�1Þ þ ða010 þ a011�1Þ�2Þ
þ ðða100 þ a101�1Þ þ ða110 þ a111�1Þ�2Þ�3:

According to Theorem 11, we obtain the indices of the
permuted coefficients by taking the mirror image of their
indices in the OTF representation. For instance, a011 will
be mapped to the coefficient whose index is the binary
value of the mirror image of its index, ð110Þ2 ¼ 6, and,
thus, a011 will become the coefficient of �6

3. We obtain the
OEF standard basis representation as

A ¼ a000 þ a100�3 þ a010�
2
3 þ a110�

3
3

þ a001�
4
3 þ a101�

5
3 þ a011�

6
3 þ a111�

7
3

with field polynomial QðxÞ ¼ x8 � �0, and Qð�3Þ ¼ 0.
The result is easily verified by converting the
OTF representation directly by replacing �2 with �2

3

and �1 with �4
3.

5 COMPLEXITY ANALYSIS

In this section, we derive the complexities for arithmetic
operations in OTF representations for second and third
degree extensions. We introduce the following notation for
the complexities:

. Ak: complexity of addition operation in GF ðqtkÞ,

. Sk: complexity of squaring operation in GF ðqtkÞ,

. Mk: complexity of multiplication operation in
GF ðqtkÞ,

. Ck: complexity of multiplication of a GF ðqÞ element
with an element of GF ðqtkÞ,

. Ik: complexity of inversion operation in GF ðqtkÞ.
Before we derive the computational complexities for OTF
arithmetic operations, we make the following observation:
Let A 2 GF ðqtiÞ, where A ¼ a0 þ a1�i þ a2�

2
i þ a3�

3
i þ � � � þ

at�1�
t�1
i and a0; a1; . . . ; at�1 2 GF ðqti�1Þ. Consider the pro-

duct

A�i ¼
Xt�1

j¼0

aj�
j
i

 !
�i ¼

Xt�1

j¼0

aj�
jþ1
i

¼ at�1�i�1 þ
Xt�1

j¼1

aj�1�
j
i :

ð8Þ

The effect of multiplying an element A 2 GF ðqtiÞ with �i is
to rotate the coefficients a0; a1; . . . ; at�1 of A to the right and
scale the first coefficient after rotation with �i�1. However,
note that multiplication of the first coefficient after rotation
with �i�1, i.e., at�1�i�1, will be similarly transformed in the
subfield. Hence, the transformation progresses until GF ðqÞ
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is reached, where the modulus polynomial is �t
1 � �0 and

scaling a coefficient in GF ðqÞ with �0 2 GF ðqÞ means a
constant multiplication in GF ðqÞ. The complexity of this
operation is denoted by C0.

In our treatment below, we ignore the cost of reading and
writing data associated with the permutation and rotation
operations. Note that, in a software implementation, the
rotation or permutation operations can be absorbed into the
overall computation since these operations are fixed
permutations, i.e., data independent permutations, in our
algorithm. For instance, in the operation following the
permutation, the accesses to the coefficients of the operand
can be modified to absorb the permutation operation. The
updated access pattern may be hardcoded since the
permutation is fixed and predetermined. Thereby, any cost
associated with the permutation (or rotation) may be easily
eliminated. Hence, no additional memory I/O or swapping
of registers is involved and any such permutations come
completely for free.

In a VLSI or hardware implementation, a similar
approach might be used by hardcoding the permutation
operations into hardware with proper wirings. The permu-
tation operations may be easily realized by rewiring. This
does not require any gates and causes minimal delay. With
careful implementation, any overhead due to permutations
may be avoided. However, for longer operands (i.e., larger
fields), the rewiring operation may become more difficult
due to possible wire crossings and the need for additional
components. This may negatively affect the cost/perfor-
mance and render the analysis in the paper imprecise. For
hardware implementations, the complexity analysis here is
intended more to serve as a means of comparison with
other architectures and, therefore, should not be used as an
exact guidance for cost and performance of an actual
implementation.

5.1 Cost of GF ðq2kÞ Operations in OTF
Representation

We assume that the tower field GF ðq2kÞ is constructed using
a series of irreducible binomials of the form PiðxÞ ¼
x2 � �i�1 over GF ðq2i�1Þ for 0 < i � k, where �i 2 GF ðq2iÞ
is a root of PiðxÞ.

Addition: For A;B 2 GF ðq2iÞ, the addition operation

AþB ¼ ða0 þ a1�iÞ þ ðb0 þ b1�iÞ ¼ ða0 þ b0Þ þ ða1 þ b1Þ�i

requires two GF ðq2i�1Þ additions, hence, Ai ¼ 2Ai�1 and the
complexity of GF ðq2kÞ addition in nonrecursive form is

Ak ¼ 2kA0:

Multiplication: The multiplication operation

AB ¼ ða0 þ a1�iÞðb0 þ b1�iÞ

becomes

AB ¼ a0b0 þ ða0b1 þ a1b0Þ�i þ a1b1�
2
i

¼ ða0b0 þ a1b1�i�1Þ þ ða0b1 þ a1b0Þ�i:

The computation requires four multiplications and two
additions in the subfield GF ðq2i�1Þ and the multiplication of
a1b1 2 GF ðq2i�1Þ by �i�1 which has complexity C0 (8). Thus,

Mi ¼ 4Mi�1 þ 2Ai�1 þ C0:

The nonrecursive form for the complexity of GF ðq2kÞ
multiplication is obtained as

Mk ¼ 4kM0 þ
Xk
j¼1

4k�jð2jA0 þ C0Þ

¼ 4kM0 þ ð4k � 2kÞA0 þ
1

3
ð4k � 1ÞC0:

ð9Þ

The complexity may be improved by using the Karatsuba-

Ofman algorithm [16]. To achieve the four products, only

three multiplications will be needed:

AB ¼ ða0b0 þ a1b1�i�1Þ
þ ðða0 þ a1Þðb0 þ b1Þ � a0b0 � a1b1Þ�i:

ð10Þ

With the application of the Karatsuba method, the

complexity changes as follows:

MKOA
i ¼ 3MKOA

i�1 þ 5Ai�1 þ C0:

The complexity of GF ðq2kÞ multiplication with the Kar-

atsuba technique is found as

MKOA
k ¼ 3kM0 þ

Xk
j¼1

3k�jð2j�15A0 þ C0Þ

¼ 3kM0 þ 5ð3k � 2kÞA0 þ
1

2
ð3k � 1ÞC0:

Squaring: The squaring operation A2 ¼ ða0 þ a1�iÞ2

becomes

A2 ¼ a20 þ 2a0a1�i þ a21�
2
i

¼ ða20 þ a21�i�1Þ þ 2a0a1�i;

which may be achieved by two squarings, one multi-

plication, two additions in the subfield GF ðq2i�1Þ, and one

constant multiplication in the ground field GF ðqÞ as

explained in (8):

Si ¼ 2Si�1 þMi�1 þ 2Ai�1 þ C0:

Since the multiplication complexity Mi�1 depends on the

use of the Karatsuba algorithm, we obtain two nonrecursive

complexity equations for the cost of squaring in GF ðq2kÞ:

Sk ¼ 2kS0 þ
Xk
j¼1

2k�jðMj�1 þ C0 þ 2jA0Þ

¼ 2kS0 þ
1

2
ð4k � 2kÞM0 þ

1

2
ðk2k þ 4k � 2kÞA0

þ 1

6
ð4k þ 3 � 2k � 4ÞC0;

ð11Þ

SKOA
k ¼ 2kS0 þ

Xk
j¼1

2k�jðMj�1 þ C0 þ 2jA0Þ

¼ 2kS0 þ ð3k � 2kÞM0 þ
1

2
ð3k � 1ÞC0

þ 1

2
ð10 � 3k � 3k2k � 10 � 2kÞA0:
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Inversion: The inverse of an element in GF ðq2iÞ may be
computed by the application of the Direct Inversion
technique as shown in (2):

b0 ¼ a0ða20 � �i�1a
2
1Þ

�1 and b1 ¼ �a1ða20 � �i�1a
2
1Þ

�1:

The computation requires two squarings, one addition, one
inversion, and two multiplications in GF ðq2i�1Þ, and one
constant multiplication in the ground field GF ðqÞ that
comes from the multiplication of �i�1 with a21, as explained
in (8). This can be expressed as follows:

I i ¼ I i�1 þ 2Si�1 þ 2Mi�1 þAi�1 þ C0:

The aggregate cost of inversion in GF ðq2kÞ is found as the
summation

Ik ¼ I0 þ
Xk�1

j¼0

ð2Sj þ 2Mj þAj þ C0Þ;

which is simplified as follows:

Ik ¼ I0 þ ð4k � 2kÞM0 þ 2ð2k � 1ÞS0

þ ðk2k þ 4k � 4 � 2k þ 3ÞA0

þ 1

3
ð4k þ 3 � 2k � 3k� 4ÞC0:

ð12Þ

It is possible to slightly improve the number of constant

multiplications by applying OEF multiplication and squar-

ing to OTF inversion. The conversion is a mere permutation

and, therefore, comes for free. The improved complexity is

found as

Ik ¼ I 0 þ ð4k þ 2k � 2ÞM0 þ ð4k þ 2kþ1 � 6k� 3ÞA0

þ ð2kþ2 � 3k� 4ÞC0:
ð13Þ

Instead, if the Karatsuba Algorithm introduced in (10) is
used for all multiplications, the complexity is further
reduced to

IKOA
k ¼ I 0 þ 2ð3k � 2kÞM0 þ 2ð2k � 1ÞS0

þ ð10 � 3k � 3k2k � 13 � 2k þ 3ÞA0

þ ð3k � k� 1ÞC0:
ð14Þ

5.2 Cost of GF ðq3kÞ Operations in OTF
Representation

In the OTF representation, the tower field GF ðq3kÞ is

constructed using a series of irreducible binomials of the

form PiðxÞ ¼ x3 � �i�1 over GF ðq3i�1Þ for 0 < i � k, where

�i 2 GF ðq3iÞ is a root of PiðxÞ.
Addition: Similarly to the GF ðq2kÞ case, the addition

operation in GF ðq3iÞ requires three GF ðq3i�1Þ additions,

hence, Ai ¼ 3Ai�1 and, in nonrecursive form, the complex-

ity of addition in GF ðq3kÞ is

Ak ¼ 3kA0:

Multiplication: The multiplication

AB ¼ ða0 þ a1�i þ a2�
2
i Þðb0 þ b1�i þ b2�

2
i Þ

may be computed as

AB ¼ a0b0 þ ða0b1 þ a1b0Þ�i þ ða2b0 þ a1b1 þ a0b2Þ�2
i

þ ða2b1 þ a1b2Þ�3
i þ a2b2�

4
i

¼ a0b0 þ ða2b1 þ a1b2Þ�i�1

þ ða0b1 þ a1b0 þ a2b2�i�1Þ�i

þ ða2b0 þ a1b1 þ a0b2Þ�2
i :

Hence, the complexity of GF ðq3iÞ multiplication is

Mi ¼ 9Mi�1 þ 6Ai�1 þ 2C0:

The nonrecursive equation for the complexity of multi-

plication in GF ðq3kÞ is obtained as

Mk ¼ 9kM0 þ
Xk
j¼1

9k�jð6 � 3j�1A0 þ 2C0Þ

¼ 9kM0 þ ð9k � 3kÞA0 þ
1

4
ð9k � 1ÞC0:

ð15Þ

Using the ternary version of the Karatsuba method, the

complexity might be improved:

AB ¼ D0 þ ðD5 �D1 �D2Þ�i�1

þ ðD3 �D1 �D0 þD2�i�1Þ�i

þ ðD4 �D2 �D0 þD1Þ�2
i ;

where

D0 ¼ a0b0

D1 ¼ a1b1

D2 ¼ a2b2

D3 ¼ ða0 þ a1Þðb0 þ b1Þ
D4 ¼ ða0 þ a2Þðb0 þ b2Þ
D5 ¼ ða1 þ a2Þðb1 þ b2Þ:

ð16Þ

This reduces the number of multiplications in exchange of

extra additions. The complexity of GF ðq3iÞ multiplication

becomes

MKOA
i ¼ 6Mi�1 þ 15Ai�1 þ 2C0:

In nonrecursive form, the complexity in GF ðq3kÞ is

obtained as

MKOA
k ¼ 6kM0 þ

Xk
j¼1

6k�jð3j�115A0 þ 2C0Þ

¼ 6kM0 þ
2

5
ð6k � 1ÞC0 þ 5ð6k � 3kÞA0:

Squaring: The squaring operation of A 2 GF ðq3iÞ is

achieved as follows:

A2 ¼ a20 þ 2a0a1�i þ ð2a2a0 þ a21Þ�2
i þ 2a2a1�

3
i þ a22�

4
i

¼ a20 þ 2a2a1�i�1 þ ð2a0a1 þ a22�i�1Þ�i þ ð2a2a0 þ a21Þ�2
i :

This may be realized with complexity

Si ¼ 3Si�1 þ 3Mi�1 þ 6Ai�1 þ 2C0:

The nonrecursive complexities for GF ðq3kÞ are obtained as
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Sk ¼ 3kS0 þ
Xk
j¼1

3k�jð3Mj�1 þ 6 � 3j�1A0 þ 2C0Þ

¼ 3kS0 þ
1

2
ð9k � 3kÞM0 þ

1

8
ð9k þ 4 � 3k � 5ÞC0

þ 1

2
ð9k � 3k þ 2k3kÞA0;

ð17Þ

SKOA
k ¼ 3kS0 þ

Xk
j¼1

3k�jð3Mj�1 þ 6 � 3j�1A0 þ 2C0Þ

¼ 3kS0 þ ð6k � 3kÞM0 þ
2

5
ð6k � 1ÞC0

þ ð5 � 6k � 3k3k � 5 � 3kÞA0:

Inversion: The inverse of an element A 2 GF ðq3iÞmay be

computed by the application of the Direct Inversion

technique, as shown in (3), (4), (5):

b0 ¼ ��1ða20 � a1a2�i�1Þ;
b1 ¼ ��1ða22�i�1 � a0a1Þ;
b2 ¼ ��1ða21 � a0a2Þ;

where

� ¼ a30 þ ðða21 � 3a0a2Þa1 þ a32�i�1Þ�i�1:

The computation requires three squarings, nine multi-

plications, eight additions, and one inversion in GF ðq3i�1Þ,
and four constant multiplications in the ground field GF ðqÞ
due to the property mentioned in (8). It is also assumed that

multiplication by 3 is realized with two additions. The

resulting complexity is expressed as follows:

I i ¼ I i�1 þ 3Si�1 þ 9Mi�1 þ 8Ai�1 þ 4C0:

The aggregate cost of inversion in GF ðq3kÞ is expressed as

the summation

Ik ¼ I0 þ
Xk�1

i¼0

3Si�1 þ 9Mi�1 þ 8Ai�1 þ 4C0;

which is simplified as follows:

Ik ¼ I 0 þ
3

2
ð3k � 1ÞS0 þ

1

16
ð21 � 9k � 12 � 3k � 9ÞM0

þ 1

64
ð21 � 9k þ 48 � 3k � 8k� 69ÞC0

þ 1

16
ð21 � 9k þ 24 � 3kk� 56 � 3k þ 35ÞA0:

ð18Þ

The complexity Ik in GF ðq3kÞ when OEF multiplication and
squaring are utilized for all multiplications and squarings is
found as

Ik ¼ I0 þ
3

16
ð7 � 9k þ 4 � 3k � 11ÞM0

þ 2ð3kþ1 � 4k� 3ÞC0

þ 1

16
ð21 � 9k þ 4 � 3k � 25ÞA0:

ð19Þ

On the other hand if the Karatsuba Algorithm intro-
duced in (16) is used for all multiplications, the complexity
is further reduced to

IKOA
k ¼ I 0 þ

3

2
ð3k � 1ÞS0 þ

1

10
ð24 � 6k � 15 � 3k � 9ÞM0

þ 1

25
ð24 � 6k � 20k� 24ÞC0

þ 1

4
ð48 � 6k � 18 � 3kk� 77 � 3k þ 29ÞA0:

ð20Þ

6 COMPARISON OF OTF AND OEF COMPLEXITIES

We base our treatment of OEFs on the detailed complexity
analysis given in [11]. In the derivation of the complexities,
we assume small w values for OEFs and small �0 values for
OTFs, e.g., w and �0 are usually selected as small numbers
such as 2 or 3. Since multiplication of a ground field GF ðqÞ
element by a small integer can be performed by simple
addition(s) and/or shift(s), the complexity of this operation
can be approximated as the complexity of addition and,
therefore, we assume C0 ffi A0. We also assume S0 ¼ M0 for
simplification. Table 3 summarizes the complexities com-
piled from [11] and from (9), (11), (12), (15), (17), (18). The
complexities are derived in terms ofm, the extension degree
for OEFs (GF ðqmÞ), and m ¼ tk for OTFs (GF ðqtkÞ). To
differentiate OTFs of form GF ðq2kÞ and GF ðq3kÞ, OTF2 and
OTF3 are used, respectively.

Table 3 shows that the number of ground field GF ðqÞ
multiplications used in performing OTF multiplications and
squarings are identical to those of OEF operations. OEF
multiplication and squaring appear to be slightly more
efficient than OTF multiplication and squaring due to a
reduced number of additions. However, it was shown earlier
that OTFs can be converted to an OEF representation and
back via simple permutation. Therefore,we shall assume that
the OEFmultiplication and squaring algorithms are used to
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achieve OTF multiplications and squarings with no over-

head in the conversion. In Table 4 and Table 9 (see the

Appendix) the number of operations required for multi-

plication and squaring are tabulated for practical values of

m. These tables show that performing the two operations in

OTFs and OEFs can be considered to be of equal complexity

for practical considerations.

Note that the single inversion in the ground field GF ðqÞ
required for IðmÞ is not shown in the table. This inversion can

beperformedwith table lookupand its costI0 is negligible for

largem. Also, omitting I 0 does not make much difference in

terms of comparing the relative performances of the two

inversion algorithms since both the OTF and OEF inversion

algorithms require a ground field GF ðqÞ inversion. For

inversion, the new algorithm presents a significant improve-

ment over the OEF inversion algorithm. In Table 3, the

number of multiplications required for OEF inversion is

given as ð� � 1Þm2 þ �ðm� 1Þ þ 2m. The value of � depends

on the bit length and the Hamming weight of m� 1. In the

best case for m, the Hamming weight may be as low as 1,

leading to a blog2ðm� 1Þcm2 þ ðblog2ðm� 1Þc þ 1Þðm� 1Þ þ
2m complexity. The number of additions grows similarly

with �. In practical terms, this means that the Itoh-Tsujii

inversion technique will cost at least log2ðm� 1Þ field

multiplications when applied to OEFs. In elliptic curve

implementations based on OEFs, typically an inversion/

multiplication cost ratio of larger than 4 is observed. On the

other hand, as seen in Table 3, the inversion complexity for

OTFs grows linearly with m2, both in the number of

multiplications and additions. For both GF ðq2kÞ and

GF ðq3kÞ OTFs, the inversion/multiplication cost ratio is

slightly larger than one. The asymptotic complexity of the

OTF inversion algorithm makes it even more desirable for

larger values of m. For instance, for m ¼ 32, the complexity

of inversion in OEFs is found as I 0 þ 8535M0 þ 8215A0,

whereas, for OTFs, it is only I0 þ 1054M0 þ 1426A0.

The complexity of OTF inversion may be slightly
improved by utilizing OEF multiplication and squaring in
implementing the OTF inversion. Then, the complexity of
GF ðq2kÞ inversion is derived in (13) as

IðmÞ� ¼ I 0 þ ðm2 þm� 2ÞM0

þ ðm2 þ 2m� 6 log2 m� 3ÞA0

þ ð4m� 3 log2 m� 4ÞC0
ð21Þ

and, for GF ðq3kÞ in (19) as

IðmÞ� ¼ I 0 þ
3

16
ð7m2 þ 4m� 11ÞM0

þ 2ð3m� 4 log3 m� 3ÞC0

þ 1

16
ð21m2 þ 4m� 25ÞA0:

ð22Þ

In Table 5, the number of ground field operations are
summarized for practical values of m.

These complexities are dramatically reduced by using
the Karatsuba-Ofman algorithm for multiplications, yield-
ing the following inversion complexities in terms of the
word length m. For GF ðq2kÞ, the complexity is derived in
(14) as

IðmÞKOA ¼ ð2mlog2 3 � 2ÞM0

þ ð11mlog2 3 � 3m log2 m� 13m� log2 mþ 2ÞA0

and for GF ðq3kÞ in (20) as

IðmÞKOA ¼ 12

5
mlog3 6 � 1
� �

M0þ

324

25
mlog3 6 � 9

2
m log3 m� 77

4
m� 4

5
log3 mþ 629

100

� �
A0:

Table 6 provides the number of ground field operations for
several values of m. Form ¼ 32, the complexity of inversion
is found as I0 þ 484M0 þ 1774A0, with a significantly lower
number of multiplications compared to the standard
version of the OTF inversion technique.

In order to verify the theoretical performance benefits of
OTF inversion over Itoh-Tsujii inversion for OEFs, we
implemented both inversion algorithms on the ARM7TDMI
platform, which is a representative of the popular platforms
for embedded systems like PDAs and mobile phones.
Inversion was performed for a medium-sized field
GF ð409316Þ and a large-sized field GF ð102132Þ whose
elements can be represented with 192 and 320 bits,
respectively. The inversion routines were developed in
plain C using the ARM Developer Suite version 1.0.1, which
includes the Metrowerks Codewarrior compiler, and the
performance of both inversion algorithms was measured
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TABLE 5
Number of GF ðqÞ Operations for OTF Arithmetic with OEF

Multiplication and Squaring

TABLE 6
Number of GF ðqÞ Operations for OTF Arithmetic with Karatsuba

TABLE 4
Number of GF ðqÞ Operations for OTF Arithmetic



using the “ARMulator” emulation engine. According to our

implementation results, OTF inversion performed 6.3 times

faster than Itoh-Tsujii’s algorithm for the 192 bit field and

8.5 times faster than Itoh-Tsujii’s algorithm for the 320 bit

field, which very closely verifies the theoretical complexities

given in Table 3. Furthermore, we can easily conclude that

these speedups in inversion would result in more than 2 to

3 times improvement in the speed of an elliptic curve

cryptosystem.

7 GENERALIZATION OF OTFs

The OTF definition given in Section 3 restricts the ground

field to GF ðqÞ, a prime field, and the extension degree to a

power of an integer. For instance, for an extension degree of

12 ¼ 3 � 22 or 72 ¼ 32 � 23 , Definition 1 does not allow an

OTF construction. This may be too restrictive for certain

applications. However, by allowing GF ðqÞ to be an

extension field, this restriction may be overcome. Note that

GF ðqÞ may itself be in a specialized field representation,

e.g., an OTF with GF ðqÞ ¼ GF ðpt
k1
1 Þ. In this case, we may

link the roots of the irreducible binomials constructing the

two OTFs by choosing �0 of the OTF GF ððpt
k1
1 Þt

k2
2 Þ to be the

root of the generating binomial of the OTF GF ðpt
k1
1 Þ.

For such a generalization, the theorems introduced for

OTF construction, i.e., Theorems 4, 5, 6, and 7, will still

apply. Furthermore, the complexity analysis presented in

Section 5 and the conversion rule described in Section 4 will

continue to hold over GF ðpt
k1
1 Þ. Rules for conversion

between the OTF GF ððpt
k1
1 Þt

k2
2 Þ and the OEF GF ðpt

k1
1
t
k2
2 Þ

representations similar to those described in Section 4 will

apply. Conversion between the two field representations

becomes a simple permutation of the ground field GF ðpÞ
coefficients, as before. Also, the advantage shown in (8) still

applies when multiplying �0 of the OTF GF ðqt
k2
2 Þ, with an

element in GF ðqÞ.
It is possible to attain extension degrees of the form tk11 �

tk22 � � � tknn by repeatedly extending OTFs and by linking their

representations through the constant term �0, as described

earlier. For instance, one may construct:

. GF ðpt
k1
1 Þ by extending the prime field GF ðpÞ, with

PiðxÞ ¼ xt1 � �
ð1Þ
i�1 and Pið�ð1Þ

i Þ ¼ 0 for 1 � i � k1,

. GF ððpt
k1
1 Þt

k2
2 Þ by extending GF ðpt

k1
1 Þ, with PiðxÞ ¼

xt2 � �
ð2Þ
i�1 and Pið�ð2Þ

i Þ ¼ 0 for 1 � i � k2,

. GF ððpt
k1
1 Þt

k2
2 Þt

k3
3 Þ by extending GF ððpt

k1
1 Þt

k2
2 Þ, with

PiðxÞ ¼ xt3 � �
ð3Þ
i�1 and Pið�ð3Þ

i Þ ¼ 0 for 1 � i � k3, etc.

The second tower field GF ððpt
k1
1 Þt

k2
2 Þ is linked to the first

tower field GF ðpt
k1
1 Þ by choosing �

ð2Þ
0 ¼ �

ð1Þ
k1
. Likewise, the

third tower field is linked to the second by setting

�
ð3Þ
0 ¼ �

ð2Þ
k2
. In general, the jth tower field is linked to the

ðj� 1Þst by selecting �
ðjÞ
0 ¼ �

ðj�1Þ
kj�1

. This procedure is

continued until the desired extension degree is reached.

For the construction, Theorems 1 and 7 may still be used

with minimal or no change.

Table 8 (Appendix) gives a list of p ¼ 2n þ c and �0

values costructing generalized OTFs of the form GF ððp32Þ2Þ,
where only the first extension of the generalized OTF

GF ððp32Þ2
k

Þ is constructed on top of the OTF GF ðp32Þ with

first irreducible binomial P1ðxÞ ¼ x3 � �0, for �5 � c � 5,

7 � n � 16, and �5 � �0 � 5. Table 7 (Appendix) gives a list

of p ¼ 2n þ c and w values constructing generalized OTFs of

the form GF ððp3Þ2
k

Þ, where an OTF is contructed on top of

the OEF GF ðp3Þ with irreducible binomial P ðxÞ ¼ x3 � w,

for �5 � c � 5, 7 � n � 16, and �5 � w � 5. Table 9

(Appendix) gives a list of q ¼ 2n þ c and �0 values

costructing generalized OTFs of the form GF ððq32Þ2
k

Þ, where

an OTF is contructed on top of the OTF GF ðq32Þ with first

irreducible binomial P1ðxÞ ¼ x3 � �0, for �5 � c � 5,

7 � n � 16, and �5 � �0 � 5. The complexities of arithmetic

operations for some generalized OTFs of the form

GF ððp3Þ2
k

Þ, GF ððq32Þ2Þ, and GF ððq32Þ2
k

Þ are listed in

Tables 11, 12, and 13 (Appendix).

8 ON THE SECURITY OF OPTIMAL TOWER FIELDS

The special structure of OTFs certainly requires special
attention. OTFs belong to a subclass of OEFs and, therefore,
they inherit some of the security characteristics of OEFs.
The main difference of OTFs is the restriction to highly
composite extension degrees. There is usually a reluctance

to use composite extension fields for elliptic curve crypto-
graphy due to the possibility for their weaknesses against
certain types of attacks. A technique, commonly known as
Weil descent, was shown to be successful in attacking
elliptic curve cryptosystems over composite extension fields
with characteristic 2 [17], [18]. However, it is pointed out in
[17] that the same technique does not seem to apply to fields
of odd characteristic and, hence, OEFs may be considered
secure against Weil descent. In [19], different finite fields
are investigated for use in elliptic curve cryptography.
Again, the weakness of composite extension fields of
characteristic 2 against Weil descent is mentioned. The
same reference also explains that the application of Weil
descent to curves defined over OEFs does not lead to the
same nice results as obtained in the case of characteristic 2.

9 CONCLUSION

In this paper, we introduced a new tower field representa-
tion, Optimal Tower Fields, and outlined a construction

technique which establishes the conditions for their
existence. It was also shown that OTF elements can be
converted to OEF representation and back with a simple
permutation. Thus, OTF operations (such as the Direct
Inversion technique) are accessible from the OEF represen-
tation whenever a suitable OTF exists. This also means that
cryptographic applications built over OTFs inherit the
security characteristics of the ones built over OEFs.
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Multiplication and squaring in OEFs was found to be

slightly more efficient (in the number of additions) than in

OTFs. However, since OEF operations are directly acces-

sible via a simple permutation conversion that comes for

free, these two operations may be realized in OTFs with the

same complexity as in OEFs.

The main advantage in using OTFs is in the recursive

direct inversion method we have introduced. It was

determined that OTF inversion is at least a few times more

efficient than the OEF Itoh-Tsujii inversion technique, even

when fast Frobenius maps apply. OTF inversion requires

m2 þm� 2 ground field GF ðqÞ multiplications, whereas an

OTF multiplication may be realized by using m2 ground

field GF ðqÞ multiplications. Hence, for practical purposes,

OTF inversion may be considered to have the same

complexity as OTF/OEF multiplication, assuming the

ground field GF ðqÞ inversion may be realized efficiently.

Furthermore, the asymptotic complexity of OTF inversion,

i.e., Oðm2Þ, is surprisingly lower than the Oðm2 log2 mÞ
complexity of Itoh Tsujii’s inversion technique. By using the

Karatsuba-Ofman algorithm, an improved version of the

OTF direct inversion algorithm was presented which

achieves an even better Oðmlog2 3Þ asymptotic complexity.

APPENDIX

See Tables 7, 8, 9, 10, 11, 12, and 13.
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